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LANIR-TEC Binary to PCAP Application User Manual

LANIR-TEC Binary to PCAP Application used for Automatic HDLC

Channels Analysis & Encapsulation Classification of the following types:
LS - Low Speed HDSL ( LSL)

HS - High Speed HDSL (HSL)

CH - Cisco HDLC CHDLC

FR — Frame Relay

PF - PPP (Point-to-point protocol)

ET — Ethernet (Detecting types like: IP, ARP, MPLS, 1Pv6)

Most important LANIR-TEC Binary to PCAP Application features:

Load all formats of recorded ODIN Telesystems and / or Pure Binary files.

A lot of files could be saved together by “Save Work” and loaded back by “Load Work”
Up-to 32 separated TS’s could be assembled in one new *.SFS format file

Single TS could be played and saved in Audio form

Two TS’s (as Duplex phone conversation ), could be played in Audio worm as stereo file
(Left cannel and Right Channel).

Selected up to 32 HDLC Low speed (LSL) TS’s could be stored in one *.SFS format file
e Selected HDLC High Speed link could also be stored in one TS *.SFS format file

e Selected HDLC links could be stored as PCAP files , ready for use with Wireshark.

Data files formats which are used in this application:

There are used Special ODIN Telesystems and general Pure Binary format files
e Special ODIN Telesystems file formats include information of the recorded TS’s . Such files
extensions are *.MFS; *.BFS; *.SFS. There could be more Special files formats.
e Pure Binary files : not include any additional informative data , only Binary RAW data

Please pay attention and check for right file format when you proceed :
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“File -> Convert pure binary file to BFS format *

Abbreviations used in this Application

OF Double Frame Format III All zero
M Multi Frame format . No File recorded
T Ethernet format - All ones
Y Cisco HDLC format i PCM Idle Format
== Frame relay format HS HDLC Idle Format
Different random numbers of HU Unknown HDLC
YO unknown format, usually voice format
F t in fil
Fy ax present in file
- PPP encapsulation format
L5 MTP2 Low speed HDLC

LSL

MTP2 High speed
MTP2 High speed
W HOLG

HSL merged format
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Open recorded files:

Lanir-Tec PCAP Decoder ver:1.0.0.6

File  Saveoptions  Preferences

Filename |0 |1 (2 (3 (4 (5 (B |7 |8 |9 |10 |11 12 13|14 |15 |16 |17 |18 | 19|20 | 21 (22 |23 | 24|25 | 26 | 27 | 28 | 29 | 30 | 31
1_RAW.bfs R P e P b O O S Ul o S O - P O O P S L S P P S P P S P S P

links -2 mis o [ G P SIS U T O O O O 1 T O I O R

LSL_TS16_Woice TS5.bfs @FU U U wouu T - VW R (VS (VA

HSL_framed_E1.bfs L j
sl T T s s o o s i s s s s T s s s

fi1 bfs - PO P PO O P 1 [ S (VA ¥ O A QO GO S T [V [V [V [ VA [V Y VSR VI A VIR VR IV [ O ¥ O | O

H5L_unframed E1 bfs

eth.bfs 21 S P O G S R bR G S G GO N " S G 'S DG S PO b - =S S 6" S b S P G S

WP e ¥ B (3 B E o X E R R RE R R RSk

E:\Project-GSM-peaplApplication Manualippp_1T5.bfs

To open any ODIN formatted file ( mft, sfs, bfs, etc ) : Click on the “Open ODIN ”

To open any non ODIN file (pure binary file ): Click on the “File -> Convert selected TS’s to SFS format” , select the file
and press “OPEN” , type TS’s quantity recorded in source binary file and press “OK” (with selecting number of TS’s) or
“Continue” — for automatically building 32TS’s file.

Load/Save work (*.lwf files )

If you loaded one or more binary files — all of them could be stored into one textual collecting “Work” file.
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To store it — press on Menu “File- > Save Work”.

To load the “Work” file back — press on “File- > Load work”

“Work” file was stored in *.lwf format. To check/change the “Work” , use regular Notepad program.
Editing was important if folders details changed.

Run Audio Waveforms (Mono and Stereo)
To play any single TS :

Fﬂ&name_ n__l]_1_2 _3 _4_5__5_?__3_9__1_0_11_

LW ]

Show Audio Waveform

LW )

LW ) LW ]

sadsong elton 5-10sec bis A X R

tangol3 coctai-10sec.bis Show Bitmap

Save PCAP
Save Way

Select TS by pressing Right Mouse Button, Press on Mouse Right button and select the “Show Audio Waveform

Activate the Sound play -Single TS case:

H:\LT\Project-BinToPcap\Application Manual\Ver A6.1\Binary to PCAP User Manual ver6.1.doc



l _\ V I R_T EC‘ LANIR-TEC LTD
g ¥ 2 18 Yitzhak Rahin 5t ; Modiin 7174986, Isracl

Tz 972-528474155 : I 972-0737017209

_tll.llr]l { I:!'|'||I|IJJ r
www.lanir-tec.com  infod@ lanir-tec.com

£ Wave View

Hi\drchive back LIp\LANIF TEC (Extly e\ 0din 001N Data DemotF

Use Left mouse button to play, Use Right mouse button to save as Wk,

Filename

zadzong elton 5-10zec.bfz

Select the TS, Press on the Mouse Left button on the Play Start Point and drag it till End Point of the Play. The play
sector will be colored in Yellow and will start the Play.

BB 38 18 [AEL T2 a3 A S e F 18] 197 200 222 |23 (=24 2h| 2627 |28 2] 30"

+ 1 T
salsa coctail-10sec. bis KojW (X XX|KKXK|XX|XXXKKXKXK'XK|XK}{XXX.XX

worderukguy jszz petersan.. X XX xx‘xxlxxixx|x><xxxxxx><|xx|xx'xxxxx><

HiYArchive back-Up|LANIR-TEC (Ext)iCompaniesiOdin+0DIN Data DemolFlaylistiwonderfukguy jazz peterson-10sec.bfs
Select the 2 x TS’s by Holding CNTRL Button , Press on the Mouse Left button on the Play Start Point and drag it till End
Point of the Play. The play sector will be colored in Yellow and will start the Play , include Time show.

NOTE : both of selected TS’s must be Blue colored with white letters.
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Save part of Wav file :

T: 972-528474155 1 I 972-0737017209
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S&vein '|_;-=~ru 1016

= s
_‘.b (b
[T - B TSI ey

Dlecuments

1) Select TS

2% Prass on Maouse Right button and
select Wa\ file area

3) Ralease Mouse Right button and

Mework S
save salected area in WAV file M B e ey

Play Way file by using Cool Edit Application (or equivalent)

File riame: 1512 -from 5 Smar

Pla and Save Stereo (2x TS’s) Way file :

.‘!

A RS L PR RSB Bl L s B A
BB PR PP R PP

— e e — v -

Size Type

'__I MMusic Tasks

' £ TS18 + T526.wav

13192021222’324252’62?23233031_

(2] 7518 + T528.txt 1 KB Text Document
17,499 KB YL media e (wav)

Left side from fFile: EzhZWProject-GsMm-pcaphShort path sample l:opinl:s‘.{ui carrierbin_T4EC-Roard#fo-Li#fI.bFs

Right side from file: ExZFroject-GsM-pcaphShort path sample copies

voipcarrierbin_T4EC-Board#0-LiFI.bTfs TS26
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Play the WAV files by using Cool Edit Application (or equivalent)

& 152 + TS2.wav - Cool Edit 2000

File Edit Wiew Transform Generate Analyze Favorites Options  Window  Help

ﬁ..%'ﬁ% |G & |5 @E"?‘m%jiﬁp g

ms 00 0:20 030 040 050

Stopped 2000 - 16-bit - Stereo 1:384978  1771.53ME free |

Bitmap of single TS:

Showe Audio Waveform

Showa Bitmap

T e ol CPUHE _"r: fONLEL A B B B IGE I D R D R
Same type seleck hilﬂ !hl Ell[‘ nil' :li '“ l j |! I 'i! i[ 1![ q‘l ".F 'l.! J i

e oo et e e, o P e g

i6 A BK BE @ O NE

Save PCAP
l

Save Wiy Ponton ] of 137141 D], k] 0] —————— |
— e e .

To Show Bitmap of single TS - Select the TS by Left Click, then Right Click and press on
“Show Bitmap”

PCAP file creation:
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WH Blaw €1 973 Tome Hrsek-1.6]]
B Ccf Yuw G Capluw fnabes wphary Tpals  [nimrel  Help
Eesae 2m@Xxas e+ TL EBEE QLM K&
Rl (pan e B rEan e
[ Jurg: SOLETS [esfration Pedfol LT
20 LOz00;3d, Qoo T8 a1 GEM M
IO 12201 s15, COoon: f149 BLE GEMW TME
S7L Laz0l a9, Qoo 4149 ZL GEM TM

B
B
B
B
B

B
B
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Frame #30; 30 bytes on wire 448 bit=), 58 bytes captured {448 bics=)

MEzzzge Transfer Part Level 2 .

Mezsage Transfer Part Level 3

cignalTng Connectinn Control Part

BESAP

G5 A-TFF DTAR — CP-[ATA

G A-TAFRP - BR-DATA dRetemrk bo M5

GEMSMS TRDL 55 03,407 SMS-DELIVEE

] = TP-RP: TR Reply Pach parsmeter 4= not =et 1n thi= 545 SUBMIT/DELIVEE

1] = TP-UDHI: The TR Uk field coptains pnly the short mes=age

] = TP-5kI; & =tatuz report =hall not be returned to the SHE
= TR-MWS; WO more mezzages sre watting for the Ms in thiz 8C

00 = TR-MTI; SMS-DELIVER {00

TP=ariginaring-sddres= - -T'_'Iu]:l

TE-FID; @O

TE-DZ5: @

TP=-Servlce~Zentre-Time-Stanp

TP=liser-hata-Length; (43 depend= on Data=Coding-Schese

TR=lzer-Dhaty

1

L

. : ;

BT DT1 KDTAR) ¢5M5 CP-DATA (RPY EP-D&

S6OOTL COTAR) (SMS CR-DATA CRPI RP-[&

63 0T1 EOTAR) {SMS) CR-[ATA (RPY RP-D&
]

To Create PCAP file - Select the TS by Left Click, then Right Click and press on “Save PCAP”
Sample of PCAP file when filtered by “gsm_sms”
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Merge HDLC links , save in *.SFS and convert into PCAP file

Merge HDLC Low Speed (LSL) link
e Select LSL TS’s (Max =32)

Save them in new *.SFS file : “File -=> Convert selected TS’s to SFS format

voipcanierbin T4ECBoardtiD-. ME 0 0 0 0 0 0 0

[ ]
e Asresult you get 2 files (*. TXT , *.SFS) and one folder with pure Binary data
e Drag *.SFS file into application
e now you can store it as “work “ and make PCAP file
ﬂ_"}Lﬂﬂir—TEEPCAPBEWdE:
Filename A OB SO S b TS - - L O - - e L
weroc sl BE P PP PP P Po e o oo NG pagd (Gl

Select LSL TS's

HOHOHLOHEHI

HHI

HOHOHOHH HE

4

D:\Data RecordsiFieldiFeb 201 21Econet-Pocket-KronelRecords_ariklvoiprarrierbin T4EC-Board#0-Li# 2 bfs
-—

voiparierbin_
: I X LSL TS's merged | e sl B
voipcariebin ] into one SFS file ™ D:1Data Recordsitemp [._|[E|r£| |Fl _i"
voipcatrietbin_ i Fle Edt View Favortes Took Help FOl R
voipcarier s Qe - ) (T O seach [ Folders
Msiged 1S Links.sfs 5 ftﬂw - Address |23 temp : il P
Mame -~ Size Type
_ ) 3xMerged LSL_Links_Files Folder
LSL TS's stored SRR (= 3xvered Ll Links.sfs IKE SFSFie
in SFS file (2] 3xMerged_LSL_Links.txt 1KE Text Doc
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Merge HDLC High Speed (HSL) link

It means - to convert High Speed Link (HSL) recorded file which occupy 31 or 32 TS’s, into ONE TS (*.SFS -Single
Format System file). In this application any HSL link indicated by yellow strip on the bottom of the TS’s line. Maximum
number of 32 HSL Links could be merged and assembled into single SFS file.

This feature was very useful when working with huge Wireshark PCAP files for search information placed there.

NOTE: HDLC HSL Link, merged into on TS, can be used only for PCAP file generation and

Filenarne

telecel bzcd helH1-000 bfs

M Select 12 x HSL links by pressing on

telecel _bscd hel#1-0001.bfs :
yellow ines area o
telecel _bscd hslil-0002. bfs | S |HS5 [HS S THS THS JHS [HS RS THS TH5 1 HS5 | HS

sk ™ D:\Data Recordsitempil ZxMerged HSL = @ @ :__H" .

ko {HS |HS [HS

File Edit ‘iew Favorites Tools Help HS |HS5 [HS |HS [HS

tefecelf © @ - o )y —

1 Back => | ,? - Search |{ . Folders

telecell : address {E} 12xMerged_HSL w Go

telecelf Mame -~ Size  Tvpe | s c

ekl N SEtneged I Tk Fles Save 12xHSL links in SFS format file : P8
[} szxteraed How Lk ofs = Filc -> Convert sclected TS's to SFS format o
[Z] 12xMerged_HSL_Links Ext _ .

telecel bzcd helb4-0002 bfsz b

telecel_bzcd hslH4 bfs

12ukerged HSL_ Linksz sfs

12xHSL Links Merged in one SFS format file ready to save as PCAP

Merge one HSL file (31or 32 Ts's) :

1)Left Mouse Click on High Speed Link (TS's side signed by yellow line)

2) File -> "Convert Selected TS's to SFS format"

3) On the question : “ Do you want to merge....... ” Answer “Yes” and save new (*.SFS) file
4) Load new *.SFS file into application.

Merge few HSL files (31Ts'seach HSL link ) . to one SFKS file:
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1) Press on the Control Button + Left Mouse Click on all requested High Speed Links  (with TS's side signed by
yellow line)

2) Rest of steps will be the same as for previous Merge One file case.

Please see “12xMerged HSL Link.sfs” on the Application drawing.

Note: Maximum of 32 High speed Links (31 or 32 Ts each) could be merged into one SFS file

Build PCAP file with Merged HDLC

1) Load *.SFS file with merged HSL or LSL files

2) Press Control + Mouse Left Click on all requested Merged TS’s. They will be colored in blue

3) Press Right Mouse Click and ask for “Save PCAP” option.

Note : Source files and path names will be saved together with PCAP file and under the same name as PCAP file.

Merge HSL. and LSL

Note: Merged HSL link(s) TS’s and LSL TS(s) can’t be included in the same PCAP file. Separated PCAP files
must be build for HSL and LSL.

1) Please hold on Control Button, Indicate HSL (HS on application) to merge them and LSL (LS on Application )
to add them in single *.SFS file.

2) Load *.SFS file . You will detect ONE TS with HSL merged file and 2 TS’s with added LSL

3) Continue and build PCAP file for HSL and another one for LSL, as noted before.
All of PCAPS will be joined textual file with information about source file.

Note: For release issues please read Readme.txt file supplied with the
Application.
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